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The latest update to our all-in-one solution is here, Oxygen Forensic® Detective v.15.5.1
This version introduces the following key features:

* Support for the MT6833 chipset

* Parsing of the AWS Wickr app

* Activity Matrix in the Maps section

* New smart filter in the Timeline section

For a full list of updates, refer to the “What's New” file in the Oxygen Forensic®
Detective “Options” menu.

Support for the MT6833 chipset

Oxygen Forensic® Detective v.15.5.1 offers extraction of hardware keys and
decryption of Android devices based on the MT6833 chipset, having File-Based
Encryption (FBE) and running Android OS 10-13. Our support covers Samsung,
Xiaomi, Oppo, Realme, Vivo, and Motorola devices.

© Cxygen Forensic® Device Extractor v211.0 - [m} S

>
@ £ Methods £ MTK Android

This method is designed for extracting data from Android devices based on MediaTek chipsets.

@  Extraction of physical image and hardware encryption keys is supported for devices based on the following chipsets:
MTE739, MTB737, MTB580, MTG753, MTG765, MTG768, MTG7B5, MTG761, MTB833.
E e List of the supported devices.
| I A pack of images showing the location of Test Points on the device boards is available.
1] Please download it from personal page.

® To connect Samsung, Huawei and Motorola devices in MTK mode, please short the Test Point on the device board.
# You will have to connect the device twice during the extraction, if its image is encrypted using hardware keys.

3¢

s |f the encryption is enabled on the device, but the hardware keys could not have been read, user data will be
unaccessible.

® Make sure the Medialek Preloader USB driver is installed before connecting the device to PC.

 |f after data extraction the device doesn't load in normal mode, disconnect it from USB cable, extract its battery for a few
seconds and then it would be possible to turn it on in normal mode.

& =

o The device must be fully charged.
« To connect a device and extract data from it, you might need to disable DAA.

Path to the extraction:

Available space: 30.9 Gb

Extract physical image Extract hardware keys

Extraction of device physical image and hardware 2y : . 3
Extraction of hardware keys from device

Keys
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Other Extractor updates

Our updated Oxygen Forensic® Device Extractor introduces several other
enhancements:

Added the ability to extract the full file system and keychain via checkm8 from
Apple iOS devices with iOS version 15.7.7.

Updated extraction via iOS Agent from iPhones running iOS versions 15.0 - 15.4.1.

Updated Kik and Discord data extraction via Android Agent from unlocked
Android devices.

Updated data extraction via Android Agent from Huawei devices running
HarmonyOS.

App support

We've added support for the following new apps:

AWS Wickr (iOS, Android)
Samsung Email (Android)
Vivaldi Browser (Android)

The total number of supported app versions now exceeds 39,900.

Import Updates

In Oxygen Forensic® Detective v.15.5.1, we added the ability to import the following
images:

Physical dumps of Android OS devices based on the MT6833 chipset and having
TEE Microtrust and F2FSCrypt.

Physical dumps of Android OS devices based on the MT6833 chipset and having
TEE TEEGRIS and F2FSCrypt.

Physical dumps of Android OS devices based on MT6768 chipset and having
F2FSCrypt and hybrid TEE Kinibi + TEEGRIS.

Physical dumps of Android OS devices based on the MT6580 chipset and
having TEE T6, F2FSCrypt, and metadata encryption.

UFED backups of CLBX format.

Cloud Forensic Updates

We updated the ability to authorize in Google services and Twitter.
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Computer Artifacts

New and updated artifacts

With the updated Oxygen Forensic® KeyScout, users can collect the following new
artifacts:

The permissions given by macOS applications

The background app activity from Windows

The history of recently opened files from Linux

The secret DPAPI password from Windows accounts linked to Microsoft
accounts

ICQ data from Windows, macOS, and Linux

FileZilla data from Windows, macOS, and Linux

Spark data from Windows

Discord data from Linux

Discord messages and cookies from Windows and macOS

Updated artifact support includes:

Data about network interfaces from Windows
Spark data from macOS

Data Analysis Updates

In Oxygen Forensic® Detective v.15.5.1, we included several enhancements for our
analytical tools:

Maps. Added the Activity Matrix for geo coordinates. Now you can further analyze
the geo location data and determine the peaks of user activity.

Timeline. Added a new smart filter. Now you can quickly filter and view the events
that happened before and after the events marked with tags.

Timeline. Added the ability to filter by seconds, minutes, and hours in the time
filter.

Oxygen Forensics, Inc. www.oxygenforensics.com support@oxygenforensics.com



chomnr:mom

File Export Options

E<] Il iPhane 8 Logical

[ M iPhone 8 Lagical

=1 W iPhone & Logical

[l M ienone 8 Logical -
(] M iPhone 8 Logical -
(2] B iPnone 8 Logical -
= Timeline...
E<] I iPhone 8 Logical -
[ M iPhone 8 Logical -
[ M iPhone 8 Logical -
[=] M iPhone & Lagical -
[ W iPhane & Logical -
=] M iPhone & Logical -
1 M i#hone 8 Logical -
4 W iPhone B Logical -
(] 1 iPhone B Logical -
2] M iPhone & Logical -
[) M iPhone 8 Logical -
F#] 1 inane & Logical -
E<] 1 iPhone 8 Logical -
E<] Il iPhane & Logical -
- Timeline... 1 1=
[ M iPhone 8 Logical -
[=] M iPhonie 8 Logical -
- Timeling...

Tim... 4678 (£
Timeline... 1 |

Timalina_. 1 1=
18

Timeline... 1
Timeling._. 1 :=
Timeline... 1 |
Timeling.. 1 (=
Timeline... 1 1=
Timeline.. 1 =
Timeline... 1 1=

Timeline..
Timeline...

| =| nrmuﬁm;meTsznzﬂj _h_'

00W30 01200 0300 000 Dis0) 06200 D600 BTHD BRID OARDE

02 Jun 2018 17:32:43 (UTC+0)
N 33764300, W 70.774400 9

28 ME | 8 025 powits, 37 places, 16 rovtes i

Interested in trying out Oxygen Forensic® Defective v.15.5.1?



https://oxygenforensics.com/en/request-trial/?source=pdf&medium=referral&campaign=release_15.5.1&content=release_notes/

