
Digital forensics investigations play a key role in 
protecting an organisation’s intellectual property.
Protection of intelectual property, business plans and confidential information is of vital 
significance, not only for company’s development, but also for its survival in the modern 
and competitive market.

Unlike „traditional“ espionage which is being conducted for national security purposes, 
the practice of collecting confidential information for commercial or financional purposes, 
without it’s owner’s knowledge, is called industrial or business espionage.

Insider Threat is most often defined as a security threat which comes from the 
organisation which is being under attack or aimed at. Mostly it is about an employee or a 
high ranked official. 
That kind of „insider“ attacks are more probable and dangerous than many other types of 
attacks and most often pass under the radar of the standard security checks. The stolen 
information is usually used against the company when the former employee finds new 
employment in the competitor’s company or if the former employee decides to form a 
new company.

Technical Surveillance Countermeasures (TSCM), also known as bug sweep, is a highly 
specialized and comprehensive service that detects special technical means 
(Eavesdropping /Surveillance Devices) for surreptitious information gathering. 

Mobile device forensics as one of the branches of digital forensics has become 
indispensable in corporate inquiries because mobile phones usually represent crucial and 
only irrefutable proofs of some activity, abuse or a felony.

Oxygen Forensic Detective is an advanced forensics software which we have been using 
for years. We have solved numerous corporate investigations thanks to the OFD. 

Oxygen Forensic Detective is not developed only for mobile forensics. It is a powerful tool 
for forensic investigation of PC/MacOS/Linux computers as well. 

In our recent investigation, we've just discovered a intellectual property theft, more 
exactly an unauthorized copying of proprietary data to the user's external media thanks to 
the Oxygen KeyScout tool.



Oxygen Forensic Detective is, based on our many years of experience, the best possible 
choice for companies which deal with corporate security. With this software you are 
getting an integrated multi-functional tool for digital forensics which you can use to 
overcome challenges without additional costs, and all that for a very reasonable pricing.
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